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Abstract

Traditional cryptography has long relied on matrices for encryption transformations, our work
takes a different path by exploring the use of 7hotrix, an extension of matrices that offers extra
structural flexibility. Recent research has shown vulnerabilities in some self-invertible matrices,
particularly those of dimensions 4 x 4 and 6 X 6. To enhance the security of systems such as the
Cipher Tetragraphic Trifunction and Cipher Hexagraphic Polyfunction, these matrices should be
strictly avoided. Building on this knowledge, our study seeks to identify patterns in self-invertible,
rhotrix-based encryption keys and evaluate their impact on the security of Cipher Pentagraphic
Polyfunction transformations. To this end, we derive solutions for self-invertible rhotrix keys that
satisfy transformation conditions analogous to L2, 5 = Asx5 (mod N), where Asx5 are diagonal
and symmetric rhotrices. By implementing these rhotrix keys, we analyze their structural influence
on the security of Cipher Pentagraphic Polyfunction transformations, aiming to contribute a new
perspective to cryptographic design that is both theoretically sound and practically robust.

Keywords and phrases: cipher pentagraphic polyfunction; rhotrix; encryption keys; self invertible
rhotrix; diagonal and symmetric rhotrices

1 Introduction

Cryptography is the art and science of safeguarding our communications. It takes clear, understand-
able information, what we call plaintext and scrambles it into a chaotic, unreadable form known as
ciphertext, which can later be converted back into the original message when needed [[1]. It is indeed
fascinating as it’s where the elegance of mathematics, the ingenuity of computer science, and the depth
of information theory converge to form the very foundation of the digital security systems that keep
our online lives safe every day.

Before the breakthrough of asymmetric cryptography, almost every encryption method relied on
a single, secret key to both encrypt and decrypt information, a practice that, while effective in its day,
limited flexibility and scalability. Everything changed in the 1970s. It was during this transformative
period that researchers began developing asymmetric cryptosystems, where two distinct keys are em-
ployed: one for encrypting the data and a completely separate one for decrypting it. One of the most
thrilling innovations from that era was the introduction of the RSA cryptosystem in 1978 by Ron
Rivest, Adi Shamir, and Leonard Adleman [2,3]]. Imagine the excitement, finally, a system emerged
that made secure, public-key communication a reality. RSA not only provided a practical solution
for asymmetric encryption but also laid the cornerstone for the modern digital security landscape we
depend on today.

In this paper, we explore the use of an asymmetric cryptosystem based on Rhotrix, an entirely
new approach to encryption and decryption. Rhotrix explores the principles of Cipher Pentagraphic
Polyfunction to provide robust security for communication. Our goal in using Rhotrix is to keep your
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data safe and private. We want to create a system where your information is locked away, so that only
the people who are meant to see it can get access, ensuring that your sensitive data remains truly secure.

1.1 Preliminaries

A rhotrix is a special type of numerical array arranged in a rhomboidal shape. The concept of forming
arrays that lie between two-dimensional vectors and 2 X 2 matrices was first explored by [4] in their
work on matrix-tertions and noitrets. Building on this idea, Ajibade [5]] introduced a new mathematical
structure that extends beyond 2 X 2 matrices but remains distinct from traditional 3 x 3 matrices. He
named this structure a rhotrix. Specifically, he defined a three-dimensional rhotrix as:

a
R= <b c d>:a,b,c,d,e€R (D

e

In this special kind of matrix called a rhotrix R. Right in its center is an element called the “heart”
of the rhotrix. We denote this central element as ¢, and because it is so crucial, we often represent it
as h(R). It has been observed that rhotrices structured around this central heart always have an odd
dimension. For a rhotrix of dimension n, the total number of elements is given by

1
|R,| = 5(n2+ 1).

where n is a odd number. It’s quite interesting to note that the basic algebra behind these rhotrices, along
with the whole analytical setup, was first introduced by Ajibade back in 2003. His groundbreaking
work really paved the way for exploring this area. In that paper, the addition and multiplication
operations for what are called “heart-based” rhotrices were clearly defined, offering us a straightforward
way to grasp how these special matrices operate.

a f a+ f
R+Q:<b h(R) d>—|—<g h(Q) j>:<b—|—g h(R) + h(Q) d—i—j> (2)

e k e+ k
and
ah(Q) + fh(R)
RoQ = < bh(Q) +gh(R)  WR)R(Q)  dh(Q)+ jh(R) > 3)
eh(Q) + kh(R)

(6] and [7]] demonstrate a generalization of this robust multiplication. [§]] developed a heart-based
rhotrices row-column multiplication as follows:

af +dg
RoQ_< bf +eg h(R)h(Q) aj+dk:> @)
bj + ek

This row-column multiplication was further generalized as follows by Sani (2007):

t t—1
Ry 0 Qn = (aiyjy, Cigjp) © (binjz» digky) = < Z (@ijibigjs) Z (Cl1k1dlzk2)> T n;_ 1
i0j1=1 lok1=1
©)
n—dimensional rhotrices (with n rows and n columns) are represented by R,, and @Q,,. In this work,
R will be used to represent any rhotrix, whereas R,, is a n-dimensional rhotrix.
Given a n-dimensional rhotrix R, = (a;j,cix), the determinant of R, may be found using the
formula det(R,,) = det(A;) det(Cy_1), where t = 2! and n € 2Z" + 1 are the rhotrix R,,, which is
composed of two square matrices of dimension (¢t x t) and (¢t — 1) x (¢ — 1), respectively, A; and C;_;.
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Definition 1.1: The inverse of a rhotrix R,, = (aij, ¢i) is denoted as R,; 1 — (¢ij, Tik), where it
satisfies the condition

-1
Ry o R, = (as, cir) o (qij» mik) = (Lij, Lik)
Here, the matrices [g;;¢x¢ and [rx]i—1x¢—1 represent the inverses of the two square matrices [a;;]¢x:

and [cjx]t—1xt—1, respectively, which constitute the rhotrix R,,. The parameter ¢ is given by

n+1
2
An n X n rhotrix R,, with integer entries is termed self-invertible modulo N if it satisfies

t:

. where ne€2Z" +1.

R, =R,' (mod N).
That is, if there exists a matrix R, ! such that
R.R;'=R;'R, =1 (mod N),

where I denotes the identity rhotrix of order n, then R,, ! is the inverse of R,, modulo N. In particular,

a
when R,, equals its own inverse modulo NV, it is called self-invertible. For R = < b h(R) d > be

e
ma
any rhotrix of size 3, then for any integer m, R™ = (h(R))™ ! < mb h(R) md > In particular,
me

RY and R~ are the identity and inverse of R respectively, provided h(R) is non-zero.
Definition 1.2: Let R, (F') be a set of all rhotrices of size n with entries from an arbitrary field F.
For A,, B, € R,,(F), define a binary operation o on R,,(F') by the rule:

t t—1
n+1
AnoBp = (ailjl’clﬂﬂ) ° (bi2j27 digky) = < Z (ai1j1bi2j2)v Z (cl1k1dl2k‘2)> b= 9

i271=1 lok1=1

a;j € My(F) and ¢, € My_1(F). Then S = (R,(F'),0) is a rhotrix type A semigroup [9].
Conversely, every rhotrix type A semigroup is isomorphic to one of such construction.
Suppose An = (ailjl,chh) s B, = <bi2j2, d12k2> s Cn = <ui3j3,v13k3> s then we have that

Ap o (By o Cp) = (aiyjy, Cliky) © ((Digjas digky) © (Uigis» Visks))

t t—1
= <ai1j176l1k1> O< Z (bizjzui3j3)7 Z (dlzkzvl3k:s)>

i3j2=1 l3ko=1

t t t—1
= () i | D (binjatisgs) E ik | D (digkyUisks)
(3

i2j1=1 i3j2=1 lzkl 1 l3ko=1

t
= Z Z all]l Z2J2u13J3 Z Z Clika dlzkzvlsk’s)

lak1=113k2=1

t t—1 t—1
= Z @iy i Din o Ui s » Z Z Clyky Aigky Visks

'inl:l i3j2:1 lak1=1 13k2=1

Similarly, we have that
(An o Bn) oCp = (<ai1j17011k1> © <bi2j27 dl2k2>) o <ui3j37 U13k3>
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t t—1
= (D @ijibinies D Clukdisk, ) © (Uiggy, igks)

i2j1=1 lak1=1

i3j2=1 i2j1=1 l3ka=1 lok1=1

t t t—1 t—1
= Z Wizjs Z iyji Digjs | Z Vlsks Z Clyky ik
t =1 -1
Z (ai1j1bi2jz)ui3j37 Z Z (€t ks Dy ) Vi

i3ja=11i2j1=1 Iska=11l2k1=1
t t t—1 t—1
= Z : z : a’iljl bi2j2ui3j3> § § Cllkl dlzk‘zvlgkg
i3g2=112j1=1 I3ko=11l2k1=1

Consequently,
Apo(BpoCy) = (Ay0By)oC.
Let S be a rhotrix type A semigroup. Define a map 6 : S — R,,(F) by the rule that

Art—1) Ct-1)(t—1) Q@t-1)t

att
ail a2 - ane C11 T C1(t—1)
_ : .
agl Qg2 - O Ct-11 " C-1)(t-1)

— 50 — Rp(F)0 — (My(F), My_1(F))

where t = 2 n € 2ZF 4+ 1,4y € My(F) and C—1)(t—1) € My—1(F) and 6 maps each element of S
to its corresponding ¢ X ¢ matrix and (¢t — 1)(¢ — 1) matrix in R,,(F') with the usual matrix, the matrix
M;(F) and M;_1(F) are often referred to as coupled matrix of the rhotrix R, (F"). Since a rhotrix
can be viewed as a coupled matrix, the decryption process in such systems depends on computing the
inverse of the matrix key. Unfortunately, a matrix inverse does not always exist; when the key is non-
invertible, it becomes impossible to recover the original message. To address this issue, researchers
have developed techniques based on modular arithmetic that generate self-invertible matrices. This
approach ensures that the encryption key can always be inverted, thus guaranteeing that the ciphertext
can be decrypted. Their work specifically focuses on constructing self-invertible matrices of various
dimensions, such as 2 x 2, 3 x 3, 4 X 4, and even larger even-order matrices. By employing these
techniques, the computational burden of finding an inverse during decryption is effectively eliminated.
In particular, a method for generating a self-invertible 4 x 4 matrix is proposed as follows:

My, (F) My, (F . . . ai a
Let My(F) = [Mj; EF; Mzz EFi] be self-invertible matrix where My, (F) = [ai a;j ,

My, (F) = [a13 a14] s My, (F)) = [a31 aSQ] »and My, (F) = [a?’?’ a34] - Then from Ry R, =
a3 a24 aq1  a42 (43 Q44
I, the system of equations is My, , (F)My,, (F) = I—My,, (F)?, My,, (F)My,,(F)+My,,(F)My,,(F) =
0, Mag, (F)May, (F) + My, (F) My, (F) = 0 and My, (F) My, (F) =1 — M422(F)2'
, , My, (F) (I — M,y (F))k} s
Hence, the solution for M, (F) is H _ H where k € Z. Within

S v T

this scheme, every matrix is evaluated modulo N, and to guarantee invertibility, the requirement

(k, N) = 1 is imposed.
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1.2 Generation of self-invertible 5 x 5 rhotrix

a
f d b a b ¢ d e
Lete Rs=\ k i g e ¢ |= f g h ,[ }
I j h kol om| "7
m
Let Moyo = [Cj j] , then,

ML = adj(Max2) _ (Cofac(May2))T
2x2 det(ngg) det(ngg)

_ 1 j  —e
My, = ——— | 7.
22 et Moy [—z d}
M9 is said to be self-invertible if Moy = MQ_XIQ
SO, € = —6/ det(MQXQ) Eﬂgl == —i/ det(MQXQ)
.'.det(MQXQ):—l andd:—j - d+j=0
Consider the matrix
b ¢
g h | = M1 Mo
Ma1 Maa |’
I m

T |

where Mj; isa 1l x 1 matrix [a], M1z is a 1 X 2 matrix [b c] , Moy is a 2 x 1 matrix [‘l];] ,and Moo is a

g

2 X 2 matrix [l

h] . If the 3 X 3 matrix is self-inverting, the following conditions must be satisfied:

M7y + MiaMay =1,
M Mg + Mg Mo = 0,
Moy Myy + Mg Moy = 0,
Mo Mys + M3, = 1.
Since M7 is simply [a], we have
Moy (al + May) = 0.
For a non-trivial solution to exist, it is necessary that

al + Myy = 0,

which implies that a must be equal to the negative of one of the eigenvalues of Mas. Moreover, the
product M1 Mio can be expressed as

_|f1 |0 b | _|fb fc
Mo M = [k] [0 0 o] - [k:b kc]

This result shows that My M5 is singular, and we have the relation
Mo My =T — M3,
Therefore, M2 must have an eigenvalue of +1. It can also be demonstrated that
Trace(May Mya) = Mo Mo;.

Finally, if we set M1; = a = —\ (where A is one of the eigenvalues of Msy), then any non-trivial
solution of the equation

Mo Mo = I — M3,

will also satisty

M12M21 =1- a2.
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1.3 A general method of generating self-invertible rhotrix

a11
as1 C11 a12

Let A = an ais
at(t—1) C-1)(t-1) Q@t-1)t

ailr a2 - a1t C11 Tt C1(t—1)

= T I . be an n X n self-invertible rhotrix, it’s
agl  Gg2 - Qe Cit—1)1 " Ct=1)(t—1)

_ Mtu (F) MtlQ(F)

coupled matrix can be partitioned in such a way that M;(F') = My, (F) My, (F)

M, (F),a1x 1 matrix, written as [a11]. My, (F)isalx (n—1) matrix given by [a12 ... ai].
a21
Similarly, My,, (F') is an (n — 1) x 1 matrix represented as | : |, and My,,(F)isan (n—1) x (n—1)
ag
matrix arranged as
azy a3 ... ay
azz asz3 ... Qa3
at2  agz ... Qg
So,
M,y (F) My, (F) =1 — Mt11(F)2 =1- a%l (6)
and

th(F)(allI + My, (F)) =0

Also, a;; = (one of the Eigen values of My,,(F") other than 1) Since My,, (F')M;,,(F) is a singular
matrix having the rank 1 and

My, (F)Mtlz(F) =1I- MtQQ(F)2 )

So, M,,(F)? must have rank of (n — 2) with Eigen values +1 of (n — 2) multiplicity. Therefore,
M, (F) must have Eigen values £1. It can also be proved that the consistent solution obtained for
elements My, (F) & My, (F) by solving the equation (7)) term by term will also satisfy the equation

and same idea goes for the matrix M;_1)(F"). Several notations to be utilized during the encryption
phase of the Cipher Pentagraphic Polyfunction are detailed below:

e In this context, P represents the numerical value assigned to an element in the plaintext. For
example, if the letter B corresponds to the number 50, then P = 50.

1
TXT|yXy n
— ! — 1,1 — J o d o\ s .
® -PiXi - : - <<pmx7pyy> e <p:mvpg7}y>> - E:l <pmc7pyy> Isa Correspondmg num-
]:
n
PxXa;|y><y
i1
2

bers sequence with a plain text, that is p., péy .+ Dig» Dy For every x satisfying z < , and

every y satisfying y < % —1, where these values are arranged according to the rows and columns
of a coupled matrix, and letting n denote the number of times the plaintext is divided, we obtain
the following mapping. For instance, consider the plaintext "PLEASE”. When processed using

this scheme, the corresponding numerical sequence is 80, 76, 69, 65, 83, 69, the text is divided
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into equal halves corresponding to the dimension of the rhotrix, suppose the dimension of the
key rhotrix is 5, we get P;x; = Psx5, use x = % = g =3andy = # = g — 1 =2, but the
split is solely dependent on z, since = > y. So, we split into |80 76 69| 65 83 69| corresponding
to |[PLE|ASE| and add arbitrary “special character” from ASCII code to fill out the last pair if

the plaintext has an odd number of letters, and use a constant number to represent the rest, such

that
80
45 45 76 80 76 69
1 B B 45 45
Piigaxa =\ 45 45 45 45 69 | =( |45 45 45/ .| .
45 45 45 45 45 45
45
P =
° 65
45 45 83 65 83 69
) 45 45
P3X3|2X2: 45 45 45 45 69 = 45 45 45], 45 45
45 45 45 45 45 45
45

e Let C denote the numerical value corresponding to a ciphertext produced by a monofunction
transformation. For example, if the ciphertext “AB” is mapped to the number 7686, then this
transformation yields C' = 7686. In other words, the monofunction transformation converts
the ciphertext “AB” into its numerical representation 7686, which is used in subsequent crypto-
graphic processing.

1

TXT|YyXy " ‘ '
e Cixi =1+ = <<c}m,c?1ly> e <ch,cg‘y>> = > <cg3x,cg/y> is a corresponding num-
i=1
n
Ca:xa:|y><y

- cglly <o Chpgs €y for every x < “landy < 41 —1, Consider
the ciphertext “ABCDEF” produced by a monofunction transformation, where each character
is converted to its corresponding ASCII value. This yields the sequence: 65, 66, 67, 68, 69, 70.

These numbers are then arranged into a coupled matrix based on the row and column structure

bers sequence with a cipher text ¢

derived from the transformation. For instance, the sequence can be organized into a 5 x 5 rhotrix

as follows:
65
45 45 66 65 66 67
. 45 45
Chugas =\ 45 45 45 45 67 |=({ |45 45 45, | '
45 45 45 45 45 45
45
C p—
° 68
45 45 69 68 69 70
) 45 45
C'3X3|2X2: 45 45 45 45 70 | = 45 45 45], 45 45
45 45 45 45 45 45
{ 45

Consider the numerical sequence corresponding to a ciphertext obtained via a monofunction trans-

W
formation. For each transformation ¢, we define, C’i(i)i = [Z?:l <C;x,c]yy>} , which represents
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‘Fhe sequence assogiated with the ciphertext, Z?:1<C§3x, cly), where the indices x and y satisfy, <
% and y < % — 1. These values are arranged according to the rows and columns of a coupled
matrix derived from the transformation process at the ¢ stage (with t = 1,2,3,...). When t = 1, we

denote the ciphertext sequence as

Cixi = <<Cclc;w Cz}/y>v <Cix’ C';Z/y>7 SE) <C7$L$’ C'Zy>> :

For example, if the ciphertext is " MZWAD?” and, under the third transformation, the corresponding
numerical sequence producedis 78 90 87 86 65 68, then these numbers are arranged according
to the coupled matrix structure as specified.

;

78
70 70 90 78 90 87
1 (3) B 70 70
03x3|2><2 = 70 70 70 70 87 = 70 70 70, 0 70
70 70 70 70 70 70
70
86
70 70 65 8 65 68
2 3) _ o 70 70
C3x3|2><2 = 70 70 70 70 68 = 70 70 70{, 0 70
70 70 70 70 70 70
70

\

Encryption key Lix; = (lzz,lyy) is an integer sequence Iy, ly, arranged based on the row and
column of a coupled matrix while lel = (Qaa, Qyy) is the inverse rhotrix for L;y; such that |L;y;| # 0.

Several key definitions that are crucial for this work have been established in earlier studies [|[10-14]],
but not in the terms of rhotrix. In this paper, we adopt the following definitions:

Definition 1.3: Let N be any positive integer. We define the numerical representations correspond-
ing to the plaintext and ciphertext as rhotrices with i rows and i columns.

Py = Z <p;w,p;y> mod N,
j=1

and

®)
C(t) = Z <Cg&x7 Cz;y> mod N

X1
Jj=1
for every x < % and y < % — 1.

Let the encryption key be an ¢ x 4 rhotrix:
LY = (1,1 mod N
ixi = (o, lyy) o

n . .
Assume the plaintext is represented by an i x i rhotrix defined as, Pix; = > (pha, Ply) (mod N),

J=1
where the paired elements (pl;,py,) are arranged into the rhotrix based on their row and column
positions. For the first transformation, the encryption process produces a ciphertext rhotrix given by,

C’-(l) = [

n
X1
Jj=1

(1)
(chs, Ci,y>] (mod N). This result is obtained by mapping each plaintext component

(phz, Phy) to its corresponding ciphertext component (¢}, cly) through the monofunction transfor-
mation. The subsequent arrangement into a coupled matrix structure ensures that the transformation
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adheres to the row and column ordering, and the modulo IV operation confines the result within the
appropriate finite field, such that
cY =W p . mod N

X1 1X1

n

with Cz(x)z = (lga, lyy>(1) Y <pgm,p§y> mod N = Z < o px'x, ll(,y)pyy> mod N which is called
j=1 j=1
a Polygraphic cipher of a Monofunction Transformation.

" 1)
Next, the cipher text Cl(i)l = [E <c€m, cgjy>] mod N was translated into a cipher text C' (2) =

X1
j=1
n
2.

2)
<c§x, c;y>] mod Nat the second transformation through
j=1

C'-(Q)A = L( )C(l) mod N

X1 X1 71X

with C’Z(X)Z = (lLug, Lyy) P o 21 <l3(52p§m, lély)p{;y> mod N = 21 <lg(g2x) (152 Pk, lg(/Qy)(lé]y)p‘;y)> mod N
j= j=
which is called Polygraphic cipher of a Difunction Transformation.

2)

(2)
n . .
Moreover, the cipher text C;; = > <C§:x, C‘qz,y>] mod N was translated into a cipher text

j=1

3)
] mod N at the third transformation through

S
S
8

&,
<
~_—

C’-(S)‘ = L( )C'(Q) mod N

1X1 X1 71X

with C¥). = (lm,lyy)(g) > <l§;%c)(lg(clx)pm) l( )(l(l)pyy)> mod N which is called Polygraphic cipher

X1
j=1
of a Trifunction Transformation.
Further, the equation of Cipher Polygraphic Polyfunction Transformation is

oW =r.c) mod N

1X1 iX1 T 1X1

Wlth C’LXZ - Z Z < xTT p‘(jﬂxg ?(Jky)pyy> InOd N.
j=1k=1

The encryption transformation can be expressed more simply as

¢ =1t . P (modN),

1X1

. t , .
assuming that all secret keys LEX) ; are the same. In our work, we set ¢ = 5 and term this method the

(®)

Cipher Pentagraphic Polyfunction. Thus, with uniform secret keys Ly, the transformation becomes

Cétx)f) = Liys Psxs  (mod N).

2 Literature Review

Hill Ciphers, introduced by [15], utilize linear algebra in cryptography, relying heavily on matrix
operations for encryption and decryption. The fundamental principle of the Hill Cipher is based on
polygraphic substitution, where blocks of plaintext characters are transformed into ciphertext through
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matrix multiplication. Let P be the plaintext vector and K the encryption key matrix. The correspond-
ing ciphertext C' is then calculated by performing the matrix multiplication of K with P, followed by
taking the result modulo 26:

C=KP (mod 26).

In this context, both C' and P are column vectors of length m, and K is an m X m matrix. The
decryption process involves computing the modular inverse of K, satisfying KK ' = I (mod 26),
where I is the identity matrix. This dependency on matrix inversion presents a notable limitation, as
not all matrices are invertible, leading to potential decryption failures.

Several researchers have worked on improving the Hill Cipher’s security and versatility [16]. In
recent studies, number theory has been leveraged to enhance encryption methods, offering new insights
into strengthening cryptographic techniques [[1/]]. Modulo arithmetic concepts have been extended to
Cipher Digraphic Polyfunction transformations, such as:

CQXj = AQXQPQX]‘ (HlOd N)

where the determinant conditions (|Aax2|, N) = 1 and |Aaxa| # 0 ensure the invertibility of the
encryption matrix. These extensions address some weaknesses in the original Hill Cipher, particularly
the issue of non-invertibility. Moreover, iterative encryption schemes have been explored, defining
transformations such as:

t—1
Cox; = [ A" Paxj  (mod N)
u=0

to increase security through multiple transformations. Additionally, researchers have proposed self-
invertible matrix generation techniques, ensuring that decryption is always feasible without requiring
explicit matrix inversion. Furthermore, self-repetitive matrices, where A” = I (mod N), have been
suggested as an alternative to conventional Hill Cipher keys, increasing complexity for potential at-
tackers [[18]].

Despite the widespread use of matrices in cryptography, an emerging alternative, rhotrix, pro-
vides additional security advantages. Introduced as an extension of matrices, rhotrix structures retain
matrix-like properties while incorporating additional elements that increase their flexibility and secu-
rity. Unlike traditional square matrices, rhotrix structures offer more complex transformations that
are not easily susceptible to conventional matrix-based cryptanalysis.

According to recent studies [[19-22], rhotrix-based encryption keys introduce new algebraic prop-
erties that improve cryptographic strength. Given these advantages, this study proposes the integration
of self-invertible rhotrix keys into Cipher Pentagraphic Polyfunction transformations, an extension of
previous digraphic and trigraphic encryption methods. To evaluate their effectiveness, solutions for
self-invertible rhotrix keys satisfying transformation conditions analogous to:

L%XB = A5><5 (mod N)

where Asy5 are diagonal and symmetric rhotrices, will be derived and analyzed. The impact of these
rhotrix-based keys on the security of Cipher Pentagraphic Polyfunction transformations will be as-
sessed, highlighting their potential superiority over traditional matrix-based encryption techniques.

Earlier studies have investigated the role of self-inverting matrices in Cipher Tetragraphic Trifunc-
tion transformations. [23]], explored Loy matrices that fulfill the following condition:

L%XQ = A2><2 (mod N)

where Agxo varies between zero matrices, identity matrices, lower and upper triangular matrices, and
general non-singular forms. The obtained solutions for Loy include:

e When Ayx2 = 0, possible solutions include matrices of the form:
I _10b 00 1 b -1 b
22700 0] e o |=bt 1| |=bt 1
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e When As«o = I, valid choices for Loy include:
10 —271 —3(4c)7!
0 1}’ c —2-b -

For other matrix forms of Agy 2, solutions involve complex transformations, ensuring that Loy avoids
singularities and enhances security. To improve Cipher Tetragraphic Trifunction transformations, it
was recommended avoiding secret keys of the form:

Loyo I — Loxo
L = dN
A [I—i- Loxa  —Laoxo } (mod V)

to prevent predictable patterns that could compromise encryption security. The encryption process
follows:

Czitx)4 =L Pixa (mod N), t€{1,2,3,...}.

[24], expanded upon this scheme by deriving nine distinct solutions for self-invertible L33 matrices.
These solutions were obtained from the equation

L%XB = A3><3 (mod N),

where Asys is defined as a diagonal and symmetric matrix. This extension not only reinforces the
applicability of self-invertible matrices in cryptographic schemes but also broadens the scope of design
options available for secure key generation. However, such keys introduce repetition in Cipher Hex-
agraphic Polyfunction transformations, potentially allowing plaintext recovery by third parties. This
led to an updated prerequisite for choosing secret keys in Cipher Polygraphic Polyfunction systems
involving Agx¢ matrices.

While these studies focused solely on matrix-based cryptographic systems, matrices are not the only
structures capable of encryption transformations. Rhotrix, an extension of matrices, provides greater
structural flexibility, allowing for enhanced encryption schemes with improved security features. Un-
like matrices, rhotrices can accommodate additional elements that disrupt linear predictability, thereby
reducing vulnerability to known cryptographic attacks. Drawing inspiration from the nonlinear dy-
namics of biological Boolean networks [[25-31]] and the algebraic structure of transformation semi-
groups [32-36], this paper extends the concept of self-invertible encryption keys beyond traditional
matrices to rhotrix structures, introducing rhotrix-based cryptographic transformations that exploit
richer transformation behavior and enhanced state complexity. By leveraging rhotrix for Cipher Pen-
tagraphic Polyfunction transformations, we aim to establish a more secure encryption framework that
mitigates the weaknesses identified in matrix-based systems.

3 Result €’ Discussion

3.1 Solutions for Lsy5 for a Diagonal Rhotrix L2, . = As«5 (mod N)

a1
asy €11 a2
We assume the encryption key Asxs =\ as1 co1 age c12 a3 (mod N) and let
aszy C2 a3
ass
a
f d b
Lsys = ki g e c (mod N) , such that L§X5 = Asx5 (mod N). To get L5y5, we need
Il j h
m
to solve simultaneous equations as shown below.
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a’>+bf +ck=a;; (mod N) (8)
ab+bg+cl =aj2 (mod N) C)
ac+bh+cm =a13 (mod N) (10)
d®+ei=cy (mod N) (11)
de +ej=ci12 (mod N) (12)
fa+gf+hk=az (modN) (13)
fb+g*+hl=as (mod N) (14)
fe+ gh+hm=ass (mod N) (15)
id+ ji =co1 (mod N) (16)
ie + j2 = ¢y (mod N) (17)
ka+1f +mk=a3; (mod N) (18)
kb+1lg+ml=a3z; (mod N) (19)
kc+1h+m? =azz (mod N) (20)
a
fod b
Proposition 3.1. Let Lsx5 =\ k i g e ¢ (mod N), assuming that b, ¢, f, h, k, and | are
I § h

m
all coprime with N, the solution for the diagonal rhotrix L3, ; (mod N) is given by:

21 (I"'kb — Ifk~" — f~hk)

f —J b
Lsys =\ k 1 g e ¢ (mod N), (21)
d h
m

wherec =17 f~ hkb (mod N),g=2"1 (=1"'kb+ Ifk~' — f~'hk) (mod N),d= —j and
m=2"1(=1"'kb—Ifk~' + f~'hk) (mod N).
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2 a +bf + ck

0 d? + ei 0
0 0 fb+g>+hl 0 0 ) (mod N). Substituting
0 ie + 52 0
kc+ lh +m?
a12 = Q13 = C12 = a2]1 = A3 = C2] = Q3] = Q32 = 0 into Equations @-@
From Equation (9),

f
Proof. Let \ k i

l

S e a e
>0 o
o
Il

ba+g)+cd=0 = cl=-blat+g) = —-bld=a+g mod N for b(N,1)=1 (22)
from equation (10)
cla+m)+bh=0 = bh=—clat+m) = —c bh=a+m mod N for ¢(N,1)=1 (23)
from equation (12)
de+ej=0 = e(d+j)=0 = d+j=0 mod N (24)
from equation (T3)
fla+g)+hk=0 = hk=—fla+g) = —f 'hk=a+g mod N for f(N,1)=1 (25)
from equation (15),
fe+h(g+m)=0 = fe=—h(g+m) = —h 'fc=g+m mod N for h(N,1) =1 (26)
from equation (16)
id+ji=0 = i(d+j)=0 = d+j=0 mod N (27)
from equation (T8)
E(a+m)+1f=0 = If = —k(a+m) = —k 'f=a+m mod N for k(N,1)=1 (28)
from equation (19)
Eb+1(g+m)=0 = kb= —-Il(g+m) = —kbl"'=g+m mod N for I(N,1)=1 (29)
Equating equation (22) and equation (25)
b lel= f~'hk mod N (30)
Equating equation (23] and equation (28)
coh=k7'f mod N (31)

Equating equation @D and equation (]22[)

h=lfe=kbl™' mod N (32)
From equation (24) and (27)
d=-j and e=i=0 mod N (33)
Now from equation (30) — (32), we get;
c=1"1f"'hkb mod N (34)
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So substituting equation into equation (22), gives
—f'hk=a+9g = a=—-g— f'hk mod N (35)
Substituting equation (34) into equation (26)
—kb=g+m = g=—-1"'kb—m mod N (36)
Substituting equation (34) into equation (23)
m=—lfk'—a mod N (37)

So
a=2""(I""kb—Ifk™" — f'hk) mod N (38)

Then substituting equation into equation (37))

m=2"1(=1""kb—Ifk™' + f'hk) mod N (39)
Substituting equation (39) into equation (36)

g=2"" (=I"'kb+1fk™t — f~'hk) mod N (40)

O

3.2 Some Solutions L5 for a Symmetric Rhotrix L2, . = As.5 (mod N)

We investigate the properties of the key rhotrix Lsy«5 in our Cipher Pentagraphic Polyfunction system
by examining the condition

L?,X5 = Asxs (mod N),

where Asy5 is a symmetric rhotrix. This requirement ensures that the key exhibits self-invertible
behavior, which is crucial for the decryption process. By ensuring the symmetry of Asx5 and the
congruence relation modulo IV, we establish a robust algebraic scheme that enhances the security of
the encryption scheme.

a
Fod b
Proposition 3.2. Let Lsx5 =\ k i@ g e ¢ | (mod N)and(b— f,N)=(c—k,N)=(h—
I
m

I,N) = 1. Then Lsy5 witha = 27! ((b — Nt hk—c)—=(h=1" (kb= fe)+ (c— k) H(If — bh))

(mod N), g = 27! ((b )k — ) — (e — k)N AF —bR) + (h— D)7 (kb — fc)) (mod N),
d=—j and
m=2"1 ((c — k) Uf=bh) = (b—f) Wk —cl) 4+ (h— 1) (kb — fc)) (mod N) aresolutions

to a symmetric rhotrix L2, 5 (mod N).

a 2 a? +bf +ck
f d b r d? + ei r
Proof. Let\ k i g e ¢ =\ s y fo+g*+hl y s (mod N). Where, ajo =
I j h t ie 4 52 t
m ke + lh +m?
a1 =7r,Clg =C1 = Y,Q13 = a3 = S8 and ag3 = agzg = t, this gives;
ab+bg+cl=r (mod N) (41)
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ac+bh+cm=s (mod N) (42)
de+ej=y (mod N) (43)
fa+gf+hk=r (mod N) (44)
fe+gh+hm=t (mod N) (45)
id+ji=y (mod N) (46)
ka+1f +mk=s (mod N) (47)
kb+1lg+ml=t (mod N) (48)
Equating, Equation (41) and Equation (#4)), we get
bla+g)+c=fla+g)+hk = (b—f)la+g)=hk—c (mod N) (49)
Equating, Equation (42) and Equation (#7),
cla+m)+bh=k(a+m)+1f = (c—k)(a+m)=I1f —bh (mod N) (50)
Equating, Equation (43) and Equation (46),
e(d+j)=i(d+j) = (e—i)(d+j)=0 (mod N) (51)
Equating, Equation (45) and Equation (48],
hg+m)+ fe=llg+m)+kb = (h—1)(g+m)=kb— fc (mod N) (52)
From equation (49), we get;
a=0b-f)" (hk—c)—g mod N for (b— f,N)=1 (53)
From equation (50), we get;
m=(c—k)""(f —bh)—a mod N for (¢c—k,N)=1 (54)
From equation (51)), we get;
d=— d
Jj an (55)
e=i
From equation (52), we get;
g=((h—-0)""(kb—fc)—m mod N for (h—1,N)=1 (56)
Therefore;
a=2"" ((b — ) k=)= (h=1" (kb— fe) + (c— k) (If — bh)) mod N (57)
m =21 ((c R —bh) — (b— F) (R — ) + (h— 1) (kb — fc)) mod N (58)
g=2"" <(b — )k —cl) = (c— k) (Uf —bh) 4+ (h— 1) (kb— fc)) mod N (59)
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Case 1

From Equations —, we impose the conditions, b — f =1, h—[1l=1, c¢—k = 1. This
immediately givesus,b = 1+ f, h =141, ¢ = 1+k. Under these constraints, the system simplifies
considerably. For this particular case, the resulting expression becomes

Fora = 2! ((b ) k=) — (h— 1) (kb — fe) + (c— k) (f — bh)> givenb— f =1, h—
l =1, and ¢ — k = 1. This simplifies the equation to:

a=2"1(hk —cl—kb+ fc+1f —bh)

Express b, h, and ¢ in terms of f, [, and k respectively: b= f+ 1, h=1+1,c=k+1
Substitute these expressions into the equation:

a=2" I+ Dk—(k+ D)l —k(f+ 1)+ fk+1)+1f = (f+ 1)1 +1))
Expand the terms:
a=2"Ylk+k—ki—1l—kf—k+fk+f+1f—(fl+f+1+1)
Simplify by canceling terms:
a=2"Ylk—ki+k—k—1l—-1l—kf+fk+f—f+If—fl—1)
Notice that Ik — kl =0,k —k =0, f — f =0, and Lf — fl = 0. This simplifies to:
a=2"Y (=20 —kf+ fk—1)

Since —kf + fk = 0, the expression further simplifies to:

1
=—(—20—-1
a=1(-21-1)

Distribute the %:

a=-1-271
Similarly simplification would also give;

g=k+27!
and

m=—f—27"!
—1 -2
f —J 1+ f
Corollary3.3. Let (2, N) = (4, N) = L. If Lsxs =\ k i k+27! ) 1+k (mod N),
—j 1+1
—f—2"1
ari
a2 C11 a2
then L2, . = —a12 €12 ai] Cl2 —ai9 (mod N) is symmetric where ay1 = 12+ f2 +k? +
a2 Ci1 G112
ari

I+ f+k+47! (mod N)
and aip =k(1+ f+1)—1f (mod N).
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Proof.
—]—921 a1l
f —J L+ f az1 €11 Q12
Let Lsys = k 1 k + 21 ) 1+ k and L%X5 = a3y C21 G2 C12 Q13
—J 1+1 azz Cp2 @23
o ass

(mod N). We need to compute L2, «:
L3ys = Lsxs - Lsxs

With step-by-step rhotrix Multiplication:
1
a1 = (1= 27D (=1 -27H+ A+ H) + A+ k) (k) :l2+l+1+f2+f+k:2+k
an =P+ P4+ +1+f+k+4!' mod N

ap=(—1-2"HA+H+A+Hlk+27H+ @ +k)()

1 f 1 f
Tmgmgthrhlirgrgtis
=kf+kl—1f +k

a2 =k(l+ f+1)—1lf mod N

a3 =(—1-2"1+k)+ 1A+ HA+D)+Q+k)(—f-271
1k 1k
g g It Il —f—kf—5 =3
=If —lk—kf—k

=—l—1lk-

as=Ilf—-lk—kf—k modN
c11 Ej2+z'2 mod N
c12 = —2ji mod N

as1 = (f)(=1 =27+ (k+27)(f) + A+ 1) (k)

:—Zf—f+kf+§+k+kl:kf—1f+k:+kz

a1 = k(l + f+ l) —1Ilf mod N (Notice a1 = alg)
as = (A + H+E+2HE+2"H+ 1 +D0)

1
=fH PR E I P = PR P 4T
ann =P+ +P2+f+k+14+4' mod N (Notice aga = ai1)

a3 = (Y A+ k) +Ek+27HA+D+Q+D)(—-f-271
=f+fk:+k:+kl+%+é—fflf—%—%:fqukkal—lf

a3 = fk+k+kl—1f mod N

Cop = 12 +j2 mod N (Notice c21 = ¢12)
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coo = —2ij mod N (Notice co2 = c11)

az1 = (k)(=1 =271 + (D) + (=F =271 (k)
:—k‘l—g—i-lf—fk‘—g:lf—kl—fk—k
as1 =lf —kl— fk—k mod N (Notice a3; = a13)

as2 = (k)(L+ f)+ ()(k+27") + (=f —27H)()
:k+k:f+k:l+é—fl—%:k+kf+kl—fl

aso =k +kf+kl— fl mod N (Notice azy = as3)

ags = (k)1 +k) + (DA + D)+ (—f —27)(=f—271)
1
=k+E I+ P+ P+ [+
a3 =k*+ P2+ P +k+1l+f+4"' mod N (Notice a3z = ai1)

Case 2

From Equations —, we impose the conditionsb— f =1, h—1= -1, ¢—k = —1. These
yield,b=1+f, h=—-141, ¢ = —1+k. Under these constraints, the system simplifies, we reach
the following conclusion:

Corollary 3.4. Assume (2, N) = (4, N) = 1, meaning that both 2 and 4 are relatively prime to N. If

| —271 ar
f —=J 1+ f alz  c11 a2
L5><5 = k 1 2_1 —k ) k—1 (mod N), then L§X5 = a2 C192 ail C192 a2
—J -1 —al2 C11 —ai
—f—271 ail

(mod N) where ajy =12+ f2+ k> —1+ f—k+471 (mod N)
and aro =k(l— f—1)+1f (mod N).

Proof. The technique of proofing this is similar to that of Corollary 1

Case 3

From Equations —, we impose the conditions, b — f = -1, h—1= -1, c—k = 1. These
conditions immediately imply that, b= f —1, h=1[1—1, ¢ =1+ k. Under these constraints, the
system simplifies, and we obtain the following result:

[—271
=i f-1
Corollary 3.5. Let (2,N) = (4, N) =1L IfLsxs =\ k i 27'+k i 14k | (mod N),
l -7 -1
f=271
a1l
a2 €11 012
then L§X5 =\ a2 c12 a;1 ci2 a (mod N) where a1 =12+ f2+k?>—1— f+k+47"
a2 €11 012
ail
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(mod N)
and ajo =k(l+ f—1)+1f (mod N).

Proof. The technique of proofing this is similar to that of Corollary 1

Case 4

Based on Equations @—@, we impose the conditions b — f = =1, h — ]l = 1,and c — k = —1.
These lead directly to the relationships, b = f — 1, h =141, ¢ =k — 1. Under these specific
constraints, the system simplifies considerably. In this case, we arrive at the following conclusion:

Corollary 3.6. Assume (2,N) = (4,N) = 1, meaning that both 2 and 4 are relatively prime to N. If

—]—921 a1l
—J -1 a2 c11 a2
Lsys = E i 21—k 1 k—1 (mod N), then L§><5 = —ai2 C12 ail C12 —a12
l —J 1+1 —aiz €11 —ai2
f—2"1 ai

(mod N) where ajy =12+ f2+ k> +1—f—k+4~" (mod N)
and ajo =k(l+ f—1)+1f (mod N).

Proof. The technique of proofing this is similar to that of Corollary 1 [J
We now examine the defining characteristics of the rhotrix L5 5, which satisfies the condition L%X 5 =
Asxs (mod N), where Asys5 is a symmetric rhotrix. By substituting the values d = j = 1 and
¢ =h =e =1i=0 into Equations (57)-(59), we derive the following outcome.

2-1(kbl~! — k1)

f 1 b
Corollary 3.7. Let (2,N) = (4,N) = (I, N) = (k,N) = L. IfLsxs =\ k 0 —27Y(kbl='—1ifk™') 0 0O
{ 1 0
27 (—1fk~! — kbl™1)
1
01 0
(mod N)then, L%, - = (471 (K202 2412 f2k=2) 4270 f) I5x5 (mod N), wherelsxs =\ 0 0 1 0 0
010
1
Proof.
2_1(k‘bl_l — lfk‘_l) all
/ 1 b az1 ¢ a2
Let Lsys = k O —2_1(/€bl_1 — lfk‘_l) 0 0 (mod N) Then, L%><5 = a3y C21 G2 Cl2 Q13
l 1 0 agz C2 a3
27 (—1fk~! — kbl™) ass

(mod N), where

ay =47 kDT = IfETYH2 +bf  (mod N) =47 ERAHT2 4+ 2272 — 27 f +bf  (mod N)
4N B2+ P2 +270fF (mod N,
arp = 2710(kbl = Ifk™Y + 27 (1f k" — kb7 =0 (mod N),
a13 =0 (mod N),

ci1 =1 (mod N),
c12=0 (mod N),
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agy = 27 (kDI — 1fETY) + 271k — kbl f =0 (mod N),

agy = 47N (UfET —kbl"H2 +bf = ay1  (mod N),
a3 =0 (mod N),

c21 =0 (mod N),
c22 =1 (mod N),

az; = 27 k(kOIT — 1fETY 4 1f 427 (—1fET = kBT HE =0 (mod N),

azp = kb 4+ 27 (11K — kBTN 27 (—1fET kW) =0 (mod N)
and

asz3 =4 Y (=1fk™' — kbl71)?  (mod N)
=47V B2 4 20f + 2f%k7%) (mod N) =4 Y B2 172+ 22k 2) + 27 1bf =11 (mod N).

We can clearly see that L2, = (471 (k20?172 + 12f2k2) + 2710 f) I5x5 (mod N). [ Next, we ex-
plore the defining properties of the matrix L5, which satisfies the condition L2, 5 = Asx5 (mod N),
where A5y is a symmetric rhotrix. By substituting the valuesd = j =landb=c=h=e=i=0
into Equations (57)-(59), we obtain the following result.

—2- Kt
f 1 0
Corollary 3.8. Let (2, N) = (k,N) = L. If Lsx5 =\ k 0 27Ufk~t 0 0 (mod N) then,
l 1 0
—27 1 fEt

L§X5 =472 f2k 2545 (mod N), where Isx5 = | 0

o O O
e
o O O
[a)

Proof. The method used to prove this result is analogous to the one applied in Corollary 5. [J
Finally, analyze the essential properties of the matrix L5, which satisfies the condition L2, 5 = Asx5
(mod N), where Asy5 is a symmetric rhotrix. By substituting the valuesd = j =1land f =k =1=
e =i = 0 into Equations (57)-(59), we arrive at the following result.

—2=phe 1
0 1 b
Corollary 3.9. Let (c,m) = (2,N) = L. If Lsxs =\ 0 0 27'bhc¢™ 0 ¢ | (mod N) then,
0 1 h
—2 " phe 1
1
010
L2 . =47'h%c 2545 (mod N), where Isx5 =\ 0 0 1 0 0
010
1

Proof. The method used to prove this result is analogous to the one applied in Corollary 5. [J
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3.3 Effect of the Self-Invertible Rhotrix Key on the Cipher Pentgraphic Polyfunction

The Cipher Pentagraphic Polyfunction Transformation is developed from the theorem outlined below.

Theorem 3.10. Consider the transformation as defined in Definition 1. If the 5 X 5 rhotrix Asyxs bas a
nonzero determinant and meets the condition gcd(|Asxs|, N) = 1, then the system Ps 5 yields a unigue
solution. The decryption algorithms are detailed below:

of ) = Askel)s (mod N,
oD = A5 108 (mod W),

2 ~1 A3
CE(>><)5 = A5x1505(>x)5 (mod N),
1 - 2
Cls = 45508 (mod N),
Psxs = AgxlE)CE()lx)s (mod N)
Here, A5} represents the inverse rhotrix of Asys, which serves as the key for decryption.
Proof. Examine the Cipher Pentagraphic Polyfunction transformations as outlined below:
Céi)5 = A5><5P5><5 (mod N),
CE(>2X)5 = A5x505(>1x)5 (mod N),
C5ls = Asx5Cils  (mod N),

i) = 45,5082 (mod N),
V. = A58 (mod N).

There exist the inverse of A5y such that A5X5Agxl5 =1 (mod N), when |A5x5| # 0. So

Azl = Al A5 08 ) = ALY (mod ), (60)
A7t O = ATl A5 ClY = Ol (mod N, (61)
Agxlscégx)5 = A5x15A5x5CE(>2x)5 = CE()2x)5 (mod N), (62)
AL O = A) 45508 = Ol (mod ), (63)
AE;}SCéig = A5_>}5A5><5P5><5 = P5><5 (mod N), (64)
and
(adj Asxs5)CL). = |As5|CLD (mod N), (65)
(adjAsxs)C5s) = |Ases|CL  (mod N). (66)
dj Asys)CP. = |Agys|C? dN 67
(adjAsxs) 5x5 — | A5 x5 5%x5 (mo ) (67)
(adj Asy5)CLY = |Asys|CSY. (mod N), (68)
(ade5X5)Cé1<)5 = |A5><5’P5><5 (mod N) (69)
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From Equations (60)-(64), we get the decryption algorithm as follows:

1 _

0&5) = A5x1505(>tx)5 (mod N),
2 _ 1

Cétx5 = A5X15Cétx5 ) (mod N),

Cézx)E) = A5x1505(>i)5 (mod N),
Célx)5 = A5_x1505(>2x)5 (mod N),
Psxs = Agxl5cf(>1x)5 (mod N).

From Equations (63)-(69), if the condition gcd(|Asxs|, V) = 1 holds, then the system P55 admits
unique solutions. This completes the proof.

In Theorem 1, a cyclic process emerges (specifically, 05225 = Psx5 (mod N)) when AL, . = I
(mod N), where I represents the identity rhotrix. The sender can continue to encrypt the plaintext
up to the (¢ — 1)™ transformation to ensure the confidentiality of the message. This differs in effect
when we consider

Anos = <[ L33 (I - L3><3)k:| [ Loyo (I - L2x2)k]>
% (I 4 Laxs)k™* —L3x3 (I + Laxo)k™t —Loyo '

The following demonstrates the application of this key. Naturally, cryptographic applications benefit
from longer transformations that map plaintext to ciphertext, as they enhance security. We begin by
exploring the ciphertext patterns that emerge after applying only a few transformations. Assume that
the plaintext values are organized in a 5 X 5 rhotrix, P5x5. We select any generated self-invertible
rhotrix Lsx5. Before proceeding with the encryption process, it is essential to ensure that the chosen
secret key meets the criteria outlined in Theorem 1, specifically that |Lsx5| = 1 (mod N). Thus, we
have (|Lsx5|, N) = 1. The encryption process then follows:

Célx)5 = Lsx5P5x5 (mod N),

Céi)5 = L5X5Célx)5 = Psx5 (mod N),
CE()i)E) = L5x50§2X)5 = élx)g) (mod N),
CE()4X)5 = L5><5Cé3X)5 = Psx5 (mod N),

The process continues such that Céizg = Psx5 (mod N) and Céizgl) = Psx5 (mod N) for 2 € Z7.
This occurs due to the fact that LZ, 5 = I (mod N). Consequently, the transformation following
C’E()i)5 is unnecessary.

We now explore the conditions that A5, 5 must satisfy in Theorem 1. For the third transformation to ef-
fectively convert plaintext into ciphertext, it is essential to ensure that the condition A5x5A45x5A5x5 Z
I (mod N) holds, where I represents the identity rhotrix. Consequently, all configurations of self-
invertible rhotrices (Lsx5) discussed in Sections 3.1 and 3.2 should be excluded from the Cipher Pen-
tagraphic Polyfunction system prior to the implementation of L5x5. This measure can significantly
enhance the security of the ciphered message.

4 Conclusion

This study has successfully extended the conventional matrix-based cryptographic techniques to a more
robust scheme using rhotrix structures. By employing self-invertible rhotrix keys, we have addressed
key limitations of matrix-based encryption, such as predictable transformations and vulnerability to
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known attacks. In Sections 3.1 and 3.2, we rigorously analyzed the structural properties of self-
invertible rhotrices, utilizing two propositions and seven corollaries to determine distinct patterns
of self-invertible rhotrix keys from the equation:

L} .= Asyxs (mod N)

where Asy5 is a diagonal and symmetric rhotrix. Our findings demonstrate that rhotrix-based cryp-
tographic transformations introduce greater complexity, reducing the risk of key predictability and
enhancing overall security. Compared to conventional matrix encryption, rhotrix-based transforma-
tions offer improved key diversity, making decryption by unauthorized parties more computationally
challenging. The application of these self-invertible rhotrix keys to Cipher Pentagraphic Polyfunction
transformations establishes a novel approach to polygraphic encryption, ensuring greater resistance to
cryptanalysis techniques that exploit algebraic vulnerabilities in matrix systems.

Future work may explore extending rhotrix-based cryptography to higher-dimensional structures
and integrating it with modern cryptographic algorithms to further strengthen data security in digital
communications.
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